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Meeting Summary

1.  Welcoming Remarks and Summit Focus

The Financial Industry Summit on Business Continuity was sponsored by the Board of
Governors of the Federal Reserve System, the Federal Reserve Bank of New York, the
Office of the Comptroller of the Currency, the New York State Banking Department, and
the Securities and Exchange Commission.  Senior officials from The Federal Reserve
Banks of Boston, Cleveland, Richmond, and Chicago; the Economic Development
Corporation of the City of New York; and the Office of the Mayor of the City of New
York were also present.  President William J. McDonough of the FRBNY welcomed the
participants to the meeting.  Vice Chairman Roger W. Ferguson, Jr., of the Board of
Governors, acted as moderator for the meeting.  The other sponsoring agencies were
represented by John D. Hawke, Jr., Comptroller of the Currency, OCC; Elizabeth
McCaul, Superintendent of Banks, NYSBD; and Annette Nazareth, Director of the
Division of Market Regulation, SEC.

The meeting provided a forum to bring together the public and private sectors to discuss
emerging business continuity issues.  Roger Ferguson noted three objectives of the
meeting: to share lessons learned and analysis to date on the impact of September 11 on
business continuity planning, to explore room for consensus on system-wide approaches
to deal with these issues, and to exchange views on how participants can act as catalysts
within their own organizations and for the industry.  There is a need to resist the tendency
to return to the status quo and to assume these problems can never happen again.  Several
industry groups are also working on business continuity issues, including the SIA, the
FRBNY-sponsored Payments Risk Committee, and BITS.

2.  Identifying Institutional and Financial Infrastructure Vulnerabilities

Roger Ferguson summarized the key vulnerabilities that regulators and institutions have
seen in the aftermath of September 11.
•  First, contingency planning generally did not account for region-wide events.  Some

firms found they lost both primary and back-up sites.  There were significant
concerns about the loss or inaccessibility of staff.

•  Second, concentrations, both market-based and geographic, were readily evident and
became a source of vulnerability.

•  Third, the critical interdependencies across the industry, although understood in the
context of planning for the Year 2000, were never so readily apparent.  This was
evident in the impact of problems at key infrastructure providers on a wide range of
financial institutions.  Even institutions far removed from New York City were
significantly affected by interdependencies.



Overall, a number of lessons learned need to be incorporated into business continuity
planning going forward.

3.  Business Continuity Approaches

There are different approaches to business continuity, including the traditional
active/backup model and the split-operations (or active/active) model.  What are the costs
and benefits of these different models, and what would lead firms to adopt one or the
other?  There are also issues as to how evolving technologies will affect business
continuity planning.

One firm noted that the most critical institutions may need both split operations with two
active “hot” sites in different geographic regions and also one or two more cold sites to
handle additional contingencies.  Important technical or staffing issues, however, may
exist for the split-operations model for some firms and activities.  Another firm indicated
that some technologies are currently limited in their ability to support multiple active
sites over significant distances.  However, some activities need to be more geographically
diversified than they are presently.  Others noted that these choices are institution-
specific and depend on how firms are able to use their geographic footprint.  It was noted
that there are three general areas of business operations that may need to be analyzed
differently: (1) capital markets and trading, which are more easily moved between
locations, (2) data centers, which pose technological issues, and (3) operational activities,
such as clearing and settlement, where split operations may be preferable.

One firm favored developing industry-wide best practices and noted that it is important
that institutions in the same “tier” take the same approach.  Several institutions noted that
the financial utilities, markets, and clearinghouses are the most critical elements.  Others
stressed the importance of interconnectivity and readiness of counterparties, which argues
for a consistent approach.  Several participants stressed that it has become increasingly
important for firms to know what others are doing with respect to business continuity in
critical activities, so that all understand each other’s strategic approaches.  One firm
noted that many disaster recovery professionals do not understand all of the
interdependencies.

Several firms felt that a consensus on basic strategic business continuity objectives is
needed quickly, as firms are currently conducting strategic reviews and soon will be
making strategic decisions.  In addition, there is a near-term need to shore up current
business continuity tactics within and across firms even as new strategic approaches are
being defined and implemented; industry groups may be most helpful in this regard.
Care needs to be taken, however, that this work is consistent.

Roger Ferguson summarized the following points from the discussion relating to business
continuity approaches:
•  Some institutions are beginning to use a broad national footprint for some key

business lines.  Some institutions also favor an active/active model for some critical
activities, with an additional “warm” or even “hot” site as a backup.  However,



technical and cost questions are important issues for some firms considering an
active/active architecture, and retrofitting legacy systems may present challenges.

•  There is a sense that tiering of lines of business is important in business continuity
planning.  Different issues may be raised for trading, data centers, and operational
activities.

•  Human resource elements need to be recognized, including the importance of cultural
and staff training issues in implementing business continuity plans.

•  Identifying particular disaster scenarios is not as important as understanding the range
of possible outcomes on infrastructure, operations, and staff.  Institutions need to plan
for continuity of operations under a range of outcomes.

4.  Identifying Practices to Reduce Vulnerabilities

What are the key practices on which the industry should focus in the effort to strengthen
business continuity?  What are reasonable recovery times for critical operations, and do
these need to be consistent across the industry?

One institution stated that there is a need for benchmark guidelines on when firms need to
be up and running following a disruption.  For example, should trading, operations, and
settlement be up within 24 hours, or should recovery be more rapid?  It was also noted
that the experience of September 11 showed that different business lines may need
different recovery times.  For example, equity trading was closed for several days and
that did not appear to cause major problems.  However, the commercial paper market ran
into some dislocations after only a very short period.

Industry utilities may need to consider setting specific recovery standards, which could
vary by market and by size of the participant in that market.  One institution noted that it
is appropriate for institutions that play a critical role to hold themselves to higher
standards.  There is also a need for industry-wide standards.  It was noted that market
pressure, from customers and counterparties, should also help institutions make the
appropriate investments.  Clients are now asking major firms about their business
continuity practices.

One institution noted that before September 11, business continuity planning was just a
matter of regulatory compliance.  Now it is a business line in itself.  The key challenge is
for institutions to develop and maintain effective solutions and to make the appropriate
investments.  Another noted again that before September 11, firms were not generally
familiar with each other’s backup plans.  Even today, institutions cannot say for certain
how soon they could recover from various disruptions or commit to their customers a
specific recovery time.  As a result, consistency and transparency are the most important
steps to take now.  This could help address the significant perceived disparity of key
planning assumptions across institutions.  However, some institutions noted that security
is a constraint on the level of transparency or disclosure of backup plans.



Overall, there was consensus on the need to have a broader understanding of where
institutions are today with respect to their business continuity practices and recovery
objectives.

Roger Ferguson summarized the following points relating to the identification of
practices to reduce vulnerabilities:
•  There is a recognition that some operations are more time-critical than others.

Trading and settlement appear to take priority.  These priorities need to be set
collectively for the industry, and institution by institution.

•  There are significant concerns about staff surrounding the duration and severity of
disruptions.

•  There is a need to do more effective internal and cross-industry testing in a way that
maximizes efficiency.  Key financial utilities may need to take on additional work
regarding testing to assist the industry. (It was noted that the limited number of
testing dates may pose challenges.)

•  The industry and regulators need to discuss how to maintain the focus and improve
transparency of business continuity planning.

5.  Implementation and Crisis Management Issues

What decisions are firms making now and how prepared is the industry today?  What can
be done to improve crisis management?

One firm stated that their greatest areas of concern are telecommunications, clearing and
settlement utilities, trading markets, large firms, and government entities.  The firm
suggested forming ad hoc industry groups to address each of the critical areas, such as
human resources, data centers, audit, and testing.  It was noted, however, that other
committees and industry groups are also addressing many of the same issues, including
the FRBNY-sponsored Payments Risk Committee, SIA, BITS, and others.  A strong
desire was expressed to ensure that these groups work together, avoid duplication of
effort, and arrive at consistent results.

Some participants suggested that it may be important to formalize how institutions can
work with cities and states in a crisis situation.  In particular, there was some concern that
mid-sized cities may not have the same sense of urgency as New York City and other
major cities.

Telecommunications vulnerabilities are still seen as a significant area of concern. There
is concern that even the telecommunications companies do not have the information they
need to provide assurances to financial institutions.  One institution expressed a desire for
a coordinated approach to dealing with technology and telecommunications vendors so
that they understand the financial industry’s needs.

Several participants noted that foreign authorities are also interested in developments in
the United States with respect to business continuity planning.



6.  Summing Up

Regulators are in a learning phase and taking a pragmatic approach.  They are trying to
maintain as much flexibility as possible.
Roger Ferguson summarized areas of consensus from the meeting:
•  There is agreement that the focus of business continuity plans should be on outcomes,

rather than specific scenarios, to ensure the smooth functioning of the financial
system, especially core elements of the wholesale and retail markets.

•  There is significant interest in new business continuity models, but firms also need to
be aware of creating new single points of failure.  Institutions are considering a
variety of approaches for different activities, with a significant interest in an
active/active approach with one or two additional levels of backup.  But issues
remain.

•  All institutions are important and interdependent, but infrastructure providers,
utilities, and government deserve special focus.  Some degree of tiering of business
continuity standards by activities, institutions, and markets may also be necessary.

•  Rapid resumption is needed for the most critical activities.  However, the industry
needs to develop more specific recovery standards with support of regulators.

•  Transparency is important to help ensure the coherence and compatibility of business
continuity strategies.  Customers and counterparties will demand it.

•  There is a willingness to do more meaningful internal and cross-industry testing.  This
may extend to key service and infrastructure providers, including the
telecommunications industry.

He also noted some areas of concern:
•  There is a need to address the issue of what happens if there is a crisis in the near

term.
•  There is also a potential concern, which was mitigated by the meeting, that the further

we get from September 11, there will be less support to address business continuity
issues.

•  There is also a concern that additional testing will not take place.  But there appears
to be genuine support for additional realistic testing.

Next steps include the following:
•  Institutions should keep pushing forward with their strategic reviews and

implementation plans.
•  Regulators need to continue the dialogue and to discuss detailed issues with

individual institutions.
•  Industry work groups need to share their preliminary conclusions with one another

and to ensure that their work is transparent and well coordinated.
•  The industry needs to interact with major infrastructure providers such as

telecommunications firms.
•  The industry and key utilities should pursue coordinated industry testing.
•  Regulators will need to put forward their views on sound practices as soon as

possible.  To this end, they will continue to engage in bilateral dialogues with the
industry in order to understand developments and issues as firms advance their



strategic business continuity reviews and plans.  This active, ongoing phase should be
completed no later than the end of the summer.

•  There is a need to make public the discussion paper prepared for the meeting.
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